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RIFVNHH & ERERNEREE RSB RAENTEAIE, FAMNAEEREM , FERNXEUR KK
B, AREMMINE —ENTE. BSRJUE , BRI,

WBALH—NEE , DORBLME MR R 2R, HXNReDTTER<BmS L.
RDPRERBTHE , AT REENG. 0ERTATHNREERRT , AARHTTERIET KT,

A PHIZIEE| T KT, RADEARRET LK , FAHAERT HE, HRAKHMATIHETREEE ,
PEFEADEENEZAEEMEARMLERFTE. KERFNEERTAHRN LRSS

RIDAEFHERREMETAHKERT , FMTELMT. PLanFIcMes ER3IH TABKERENE |
WAEXRDAEFIEBMAT ABRENTE . RAKRDERTIHHZK , AHBEEIRENN LT 4%
FEMt, ATHEEE , FERBRFAMHERXH , TEARIHRBAMMEFHMENET BRRE.

A K DR T SRASTRAETT , KDAEITEZHFE R, KDNBRREMATEL AREKARAR.

TT—EEE , KDERT —MRLEFEE. XNREMBHMINAT Lt REFERMEFRE, BAEKRD
FEERZESARRMB Y RANB M. KDIHATBE AR ENAE , MEE BT ERNY
SNMXEEE. Blan , ABEEARERZR. KIMEAHEESMAAEZZHRFSMSR. BIRE
BIREEITRARNHLREIEMRE . KDMEFEAMEGF2RR, MEBRIERABIC AR S

WS, BRABFELEA.

Jak , YEMTEMRERERE)T —HE MY, RN ERMER YRR, XM RRREHE
ROUEH RAHN., T T #EE  WRBLREDE. THRRMEMAIENERS , ARBEH AN EEHN
K. ABRT . BREEARFE , RAEFHLLREFHIB RS ATIRIBRME.

Jask , RIDWEIT RELHKRABEFHME , BN E TR BERERBEXMH . KIksaRaE , BA
IRERBXAN M. A, BAMZ AT EERE , XM REEEz+. thEEA%
BATIFT i, RIEBRSAHTIFNEES RIER |, WARRMEGFRIAT |, sUgLEE.

a3k, AR T REXDHREMFAERBME , 2T RETEEROENLE . APEFERE,
RAMEHILADERXA. ERRALHIAD 2 5HREID e+ EERHIAE , M/EEFEXFEXHFN
X, EBX MO RIEA KL BN Q8ITI T . XHE IR M ERRNKXT K
DHEE. AMIERE R, AT RE EZ TR

Ak, AHIRWABA. EicAmM, UR, SMEUEEHEE  EmAMEMIRAR, MRSRNEDM
B, UE— R TAREMB IR,

BRRHBOLR | BRITTF FRE WA SRS | B VERH B LT SRR .
MNEFEE ERRREE, HEREMUNBREF (App)

KB KFBIEENAREREMAGR , BREKEARGEE. HENXLATRIUXLEEZTES.
PIET MR SR EUXLAER. | XN B THRATMAARKM L L B,



FEF—UITRMIEN , MESRERBUEEFILREBEARAT . WRAHEF , BERRE ., MRER
PUBITHIE ML CE AR EERERIRAGE , NEEERSE.

MR KD EALEIEREL S EMBFN EREHME , AMUIZTFIA R EEMA KIS AT EPS B M(SE
£, NIMEAIRETFH ., 28  KEBRREREAMY: SRS EHEEET INEAE , HPaiEAs
K, PR, REEIE , B, AIERAE, MEFERREMNS EMAEHE | MIsRSS[MAME T X
AR BE LR ) TP ik,

FRAE R AL AL MR E R FaME. FREM A AR AR EMEIEE. D595 aMH MK
LRI R AR A AR AL KR TR |, e EICARMAMER., FTE ] AEHLO 7+ EW
KA.

WMRAHENIZE K DR T skt , KD ENFHERBRTHIE  BBAX—VIEASRE.

FMNEKRFBEFRNEERFRE (FH, FARMEM) EREREES. BEkEFERZEMUNRREF
(App) . MRIEMAT , P2RNE—NEHF RBNRH AL E LEA.

WSBURIERR |, FXMREIFRRENTOSEE

WRBHRECEHEN , BARATREAA LIRS, HRREREEN |, FXRAREFERENGAEE.
XERIERS , MRGANEEE | IS F AR EE R THRR TAEME T, Al , EFREIMHb
M IS 2 B SLABRM R DRI MESRB X | X(ESLFE AR B AE.

B PR P BB T

B SN A ERT DUREE ML 1P, XA IP il aTRER FREEMZE (K [P |, tA] DAR K /NE) vy
=R IP , WATRER KAMIAATH IP, RAEMGHERZIMEMESMZIN A KWL P, 7T IP HhtF
T B TEZ [P Hhk EAi& 4,

FEXTIXFIE BT | BAPTXE , RETARELTR2ERNRE., XENEREBERBSNTE
MR AN 3R & .

B PR IR VER T

FRVFB R BT AR DS THRE FEM S (EH IR E P, 1L E A P ERX MR AT S B &+
=, thanAle A - AR AR X B R B SRR NG , thanE A A TR RKRSM M SETE |
PeaniE A P TIFFRAF ST TIREEM RSB S |, (B A FRaETR R A TS EN T SE
PE, %5, WRIEMEBAIANESEE  LNBRIRERRR , AFRXR , ERMRENETEFS
FREF A AR X LA B HEAM AT TR, (SRR, fEhEa IR,

PR ETHRIN , BALEARR T AMMR T ERH i e |, mbAEHEEker | LB Al R B %
B, IXFRERE Rt 4B IR ? 2 E TR AT HA ARSI T ML

FEAM BRI HIRT | AW FEME RS REEE. TREHAT X—R.



BIHXANEFFRINERE R, BEBEX/MElE/a , EREEHIML RSN , 7R E B %R,

T B FRFR T B AR RER S R .

YER—ANET RN | AOEANESTIFEFHRFFRREMEER | FBRIEEMEEIIRRTEM.
BRAHZEETEXNTERN , [QIFTBFEMEPREEREEH T B0, R R M IUE 50
EHIN , EMSERANERITRBIRS 2 LB, TS DU REILH KA TS , FFRE— M

HRHS. WIS , AREIKATEBMEMEIRERTEE , NMittEXEER. SE AU EKHERE
TR, ARFERIBIETE |, IREMASLREIREIAR IR T B,

EFRETFHMEIRCR

—BIRERS T AB W FHMERD , EMAEREBBNEFHMEK PIRRER AN, X308 =X 5]
RERA—F5K R IIFINE.

FEXTEMAE R B KW F MRS A — R, KR TFEME RS S XIS SV PR F BRI
OR. MRAHIEITEMRRETIENCR , PARBEENREASE—RZARRIN., ZFOHTER
FET RN LB , EEFMERTERE NN,

B FEBEAANER B AT X 24 /N NS LR AR SiARIME S, , BIEARIFK [P #lt |, AHRAA K
VAR EREN., EFENT , 8% BRi [P IV ZGR ER ERNM IP , TIESRMM IP (NREEL
e R E BB FAME) |, SRTFAHNN P (ANRENFN EEFBFAME) . HAMNIET IP R TEER ,
FEERBHEMBXEZRK IP, 7JAZ] whatismyip.com k&EFEIE A FAREME T 1P,

IMRABELREDE |, e NBEFEMFEICR LIEER— AR 1P, XRURRELE , & (A FEME
RO | HEB A R E TR W ER.

BREAIZA R , NI REBWEIAB KT BT, IR SRR F A &SRS |,
A SR AZ B TR S E T AR SR AR T B AL A LA SRR A ER AN .

BRTARMAITEE BERF | IBENABKRT MR A K DARX T — 555 R W 7 Hp
.

RIFEMEREEMEIRH

YER—ANHER] : RESTIFRF IR BRAEEHER TR R LM,

ERIMTMERHEERE ? REBFRNINENZITRIEA L AN, TERBEA , EAkE RS
AR AR A] BE AT EIE .

RIDE5LETEEERT , WAERD TABKXEBFIG , HPHE—H0L A BERENEX4ER
. NREFZINEMF SN B SRR , SREBMEREMREAN , BARKKRBES A LY, (BXEXY



RIRG , SEHEFEMFENBCHEXN , MARGAZBCEEN. XMEMEARTZREEZ AT
RIFe , BIE T —NTERmAt 3z ARG

MBLXIRBINET G ? ERE.

XA IEREEA R T TIF M ASO 2 BT R ATHIA. XA EIREE AR TFHMHKAE
WHER. MFRAETEMTE LEXERD , REESFBERE RN,

EBAWRE AT BITHRRAAHIATTEN T ZIANFEG. TR TIRARRERSE. F TR
BEM2ZRBBURT MR 2T AR S BB _ LB A iBiIrETE.

BN RBHNRIRMERSG KT AFEF (Word , PDF g% |, Java %) FAREMARIR. T
B0, RBMEARGAN ARRFEEHERS , IATRZMITIEE BAIR.

EXFGEHNTFERERBRMEIEE ZLHMEIN , ARERIFRERGNN BREF—EE EMERMAIRSE
"], BRZ NXEH#HEIX—R.

LBEAEZRE IR EARS BN AR FRERBAN |, RZSIBD FRMBETR , AR, KZEMNVAREF
(WYE2%. PDF [9ikes. Java %) #BEBHEFIS. XRAE , FIASLEITIFENEH.

Windows ¥ B# HIBhEFEF Windows Defender {EA#ERZER—88S , XEB—MRIFHIBHFERF. BAE
FMATLT |, JEERMHIE RSN E TR AR SR AR, Windows Defender £ 43#/E RSt —ED
n, ERAGE N EREEEH.

Mac (R) #RIERZHH Gatekeeper , XProtect UEREMIFTA | JLMARIFEENRG. BRIEE
RAEAT , BNIERXLRNT , TTHA Mac ERHEHRERME.

H5h , EERMPIEA RN AREFERE DRSS BT EmE B,
IMRADEMEFERE , FERSHINREMNRE , ARSI,
BEIMRIRFH SRR R RRANIRIFEAT 2 KRR KRB E N , BrABTREIE 5 REEX FIRAFIGE.

MBLAMEBEINET IS ? B R,

RN _EEREER P ATERER S BT (E

BN _EE/DEFFMETKKS : FIE RS (administrator) F13E & A/~ (standard user),

IRENEE REHEF , WAl R EPITATIRME. XTSRS | (BAREFE(EREE QA ik
RTE , WERMAHERKBIR , 0] AFERM EHITEMIRIE.

MREUEBREHERNERLRS , ANFHARIETHLERTN TE , AZBLRBILMTIEEA
ROEEE., BBAMREMR T WE  CRRANTTUEAERG A RF AR ERARA, X2—MRIFNRF
MEBERL TEEATEE ARG RAIANLR.



IR ZUEBAFSHER , RS BURFIMEH R MRANIIEE RIRE.
FHER  TEIARIRMERS (Windows M Mac) & , BMEERNAFEEERR

BiE., MREEHITTEEE AMPRAERE , Windows SERIfA (BAREXMXMER)
WAES, IMEEEIREBYUIRMERSMNA.

R EEE A FHET
TN , Mac '%%Sk
FERDHEBIS , Lith B FHMFPITIHIGE , RESRIZE BAF REHITER., XNMMNZE DR
RAFTH— XA %45 X RGN E L.,
REaaEiE Am

ATHEEZEZMEZWEAN TREAT R, BMUUAEERFEHER , ENNRREEERARS
i, MARHAN R SR . IMERAIULEIETREZ-T,

ANRZEAE Windows 8k Mac i ERFHRIR , 1EEH N\ BEROak R iF EFPFEFF
RAZHESI R, FRHAEN , BARILEIETT,

B1T ,
BAT

FAFNERRMER. W
MREFHEFILBBEMILR | LMt AIRE | B4
B, ERIT R

‘E3EAL

AR, MRAEAESIAN , A EART. X
B App , ARIEX MR,
ER—A—RREN , 4RSI SIS IR NG EFRIER | EETRE—E, MRAREHEEMEN ,
REPITIXMRE,

RIEfTEERN RREFF

REEREEAFPSHESR , — 8RS EH N RMFERNAS
“—HNRE , MARMERS ? 81, —EESKNK
REutT R BAREIR.

ERIRE.
FBA TR EER AR AEER
FESXLmE , HITMKBINETIE 2 1 ERE.

N d=t=50]
TANTL T R N AREFa &8

RisfTECEENN AR,
XL RS HR S RAR I RMRRAIAE BRI HARIRKEEN | BNREREENNZEERN A
RFF3IERT  ©R RN WAVRET , ZERTTAS BA 1 AN IE AR .

1£ Windows &4t L , aTA{#F AppLocker Sk &EF{E A N BIEFE 28",

£ Mac &% |, 43t FFERA 3 MR E : VA4 App Store KN FBFERF ; 74 App Store F1EA1/AT)
KN BRERF ; AVPEITEHIN AR, LXSEIEN TR St App Store RN FBFERF. 450kEN T ]
UAFECMATINNARERF. BATREFIEREHENTEEN , IUAFEHNATINNAREFERES NS

RiziTECEENNARFREMEXEDF. FENREFSRNASERINEENNASIRE. ARR
PITRE , WENALSERBIR, RHFKEE , RA LY |, WM SR ESR A S X HA KRS
YE RABAR



WEBAWRE R DB IR X , FrURs RN MKRRN, ZmEHR T Bkt A ALK
FRERD | AR AR, IRESMRME R A HRER AN , T H L858 mERet:
BiE , AREUA AT E OB ERRE . MRANITIFUIALITENT WEB | MR MSEHA. (R4
%, IERERERAX N INERBIES AWBMANMERESHEE.

FEE R4 LiEs—EIAE , FRSAAERSE —HANKR. RIEFLHRKEIINGESR , BEFA
THHRT | FAET EICAEM , SMKIER , USB fFa.

LT, MEMEG , R EE LRYE

BTE—H , BAEAKE—VTE 2 ERE. MRENZACAKNKEERET R, MR%,

TR E , FATT U RERRM B BERER. SSTHM , Windows RE0A X EAMEENER
BitLocker , PGP DA% Veracrypt ; Mac £&%:4 FileVault, {#fAXEERERE EFEMNE , RIS SMER
## USB 78 TnE. BMEMEEET XWRE , BWTTEAREHATEE.

BRIMRIKIVEA T XEERE , TNV TAESZETEXE , AFEEHIK. ATHEIFMRK , BiAFERE
FrARE LWEBNENES , BIENER  #HRITEMREE. WRREER , HETHIK , i)
AT AR IR N B R BB BB ET | FARERKE TIE,

AT ERBINBE TR RIGES I HAINT T, FOTRRET &% WAL, KRR T —LER
BhieE RIS . SR A LB RIRE.

1B ARG

HIRE L
TEREIFE TR SR RN | BEE.
A#EEH

XANIThAER 7£ Windows 5 , £FRE RS {F1F System Protection , H#R A RZEE R 5 System Restore

Points, EffAMIEXARZEH] (Volume Shadow Copy) ¥EMRBREFER—IHE L. BRARSGR
3, AT AR BOR B ORISR S kR — SO R HARR AR . 78 Windows BT MEkE ARG SCHHRIR M Tt

BIARGHIBAT B E X HERGB XA /3. 3k Windows 82 "system" , fEIE ZRLE R
mifi "System" , SR/ A MK "System Protection” , T TF&EH.



System Properties

Computer Mame | Hardware | Advanced | System Protection | Remote

i Use system protection to undo unwarnted system changes.
I

System Restore

You can undo system changes by reverting

your computer to a previous restore point. System Restors...

Protection Settings

Available Drives Pratection
i BOOTCAMP (C:) (System) On

Configure restore settings, manage disk space,

Confi
and delete restore points. onfigure

Create a restore point fght now for the drives that T
hawve system protection tumed on.

oK Cancel

B RMERCM. RIERORMARGAEAR A | SEEDRIT TTEENR]. AN RIREVRI— R IER TR
RGER R RIS | WLEDRIT R E T,

B : RERESBARGTAER B3, KEKGZRAGHAREENERIRE. ARARBF8 LA
SUFEH AR UAERHRAE. NERRBEHEARGEMRIIR. AN RRERE , F2IH54—a
FELAN_E N ARBEE R R IR & ARG BTRTEM RS, RYSAER 530,

RORPIRERA. BERRRARNELT  BEMERSARANER. MUARNETESRREH.
[ E G

FRBERZHBNETLA Time Machine , Windows B34/ 521C3% File History , #5218 13 % RSN
BEDEIE. BYERFTNSRTEME , B GAEVIER BN EREIE.

¥R : 72 Spotlight 187 Time Machine , #%Z|/5FF44ECE . Time Machine % a] DURSEIK & B AR5k
HBANH,

Windows : & Windows % , #i A\ "file history" , fE#8 &Z5R+ 5 "File History " , $E |5 IAACE.
File History NMa& RGt5E &% . EFUBEARGHEEEHD  UMEERKRMERSERERIEANEH



Fs File History =
1 45 » Control Panel » System and Security » File History v & Search Control Panel y:l
Control Panel Home . o @
Keep a history of your files
Restore personal files File History saves copies of your files so you can get them back if they're lost or damaged.
Select drive File History is off
Exclude folders
Advanced settings Copy files from:  Libraries, Desktop, Contacts, and Favorites
Copy files to:
opyiieste E‘E-\ FreeAgent GoFlex Drive (E)
P28l 726 GE free of 136 TB
Tumn
> —
4+ @,‘ <« System an.. > Backup and Restore (Windows 7) ~ le] -l
Contrel Panel H N °
entrer FanetHome Back up or restore your files
‘, Create a system image Backup
% Create a system repair disc Windows Backup has not been set up. 5 Set up backup

Restore
Windows could not find a backup for this computer.
#ySelect another backup to restore files from

See also

Security and Maintenance

L File History

R TR RIFE R STTENAE , DIRREREMEUE. WRARBRFIIUEH  MRBZTICH
£, BINFFRRIF RO IALERTERM_ LRSI | ik Time Machine 8% File History B ahiEL& 44K
.

PR E BERINPHERERE TR L, MREEANZTEGTREERK , TREARNERITEIAES.
BTN TE B BT &

EEEG

TAE AT U X Fh X, Z{E A Duplicati I BRI R/ | XL ] UATF A ETFE U E
(%020 , FTP fRS%-235) , BiE=FiE (Backblaze, One Drive, Google Drive, Amazon S3 &) .
Duplicati 2 %8R4 : https://www.duplicati.com/



A MBS AR R

MRAWMSHEZNARALZTF , BEEHTRESRESHE , RIETCIIHITME,

FENESHENE R , FEICH/REMEEN. BN , 8 A nRERNEdE. SXENTENERSH
HRHEERY , BRI AR,

FRIEMERG A FileVault &/ . 7£ Spotlight F3$ % FileVault , $#EIFHHAECE. WAL E B4R
FEZENHTT,

-NsNa) Security & Privacy
[«|> || Showal | Q
| General PUEIEETISY Firewall | Privacy |
N FileVault secures the data on your disk by | Turn Off FileVault... |
_/@# encrypting its contents automatically.

FileVault is turned on for the disk “SSD1".

A recovery key has been set.

Windows fIE W RE BN AR A BitLocker iM% , B2 , REM EIZE , R EFEXFET |, FEE
F£& Windows kA %k75 BitLocker, BT RAMMARFEL B JE MR e ESHIT R , TREH TR

Windows.

E3E 4K Windows irA<_E , & Windows fE3F45 A\ "bitlocker" , R fa =iy ”Manage BitLocker " , "] PAXF
ERRERE RSN RIE S #mlﬂ 7, mir "/ash BitLocker " ﬁFﬁ%” \Taﬂ

BitLocker Drive Encryption = B

T %@/ < System and Security » BitLocker Drive Encryption v & Search Control Panel »
Contral Panel H . . .
erireltane Home BitLocker Drive Encryption
Help protect your files and folders from unauthorized access by protecting your drives with BitLocker,
Operating system drive
BOOTCAMP (C:) BitLocker off )
) @ Turn on BitLocker

Fixed data drives
Removable data drives - BitLacker To Go

FreeAgent GoFlex Drive (E:) BitLocker off '@'

Seealso
#) TPM Administration
¥ Disk Management
Privacy statement

fE D EIE S

EHERNRFNIERER— M EEES | 620 KeePassXC,



HRBRICE—DRIEEBITIF RN EELS, BEHERAERAERMREERATAUR R, X
PR S RSSERLEE R E AR ER , AT RS TIC S F et .

YEERENENEESN  ESE— DI TaBEREE | FERERA— R ERR. RE, &
A ATESR R A AR AR . DUSEEEAEREH SR T,

XA EREIEE A ERRIFFEER, RIPERNREAEZEM = , 20 Dropbox, One

Drive, Google Drive %, RX#HAGEEME , FINATUKHEEERT. RN, RET=HFENSL
BIEHEELEE R, BTERERT  BUIUEENERSEFILER  HSBEENHTRRE LE3REW.
MERBERRE R , RIFNFE—ERE _LHThRIE.

KeePassXC : https://keepassxc.org/

T EMEE PR E

B2 Gmail 2 B FEMHEXEURAE . FRRENNTE IR . EKIASE T EXEHe8
HMREVIFRR, BAESREBER TR ERIFNE. AR T URILERK 2 BHARERA.

ERLMTEN L TREMERETFIME. AR FHMEERS S L. BN, I0EM T B ESH AT A
AR PN TR RAFAEAR ST 27 L AOHBIE.

(LR HME ~im (20 Thunderbird 3k Apple Mail) TERMEFHEMBIE. TEEEM POP3 (MAE
IMAP) .

MREAIEFERRENRE (40 iPad) BEFEFHME  FREMEERS S LERZREWAE |, FFRELENHZD)
wEER IMAP iREMEFEME,  (IMAP RREBFHMERS S L, T POP3 NPKHER T EREIAM
WEHLE. )

THE&Z Thunderbird f—LEEKE, RN FHAEEIK P8 |, 1%E3%F POP3 , ARARVIMEIFINEER. WEHMY
POP3S gnzEw A2 995 , &A%Y SMTPS ginzis & 994,



v org | Server Type:  POP Mail Server

| Server Settings Server Name: | mail Port: 995 | |+| Default 995

Copies & Folders

Composition & Addressing User Name: ..org
| Junk Settings
Disk Space Security Settings

OpenPCP Security

Return Receipts Connection security: I.SSL.I'TIj =}

| Security Authentication method: | Normal password + |

| Server Settings
@ Check for new messages at startup
@ Check for new messages every 22 /|2 minutes

53 @Aummatically download new messages

e
|| Fetch headers only
R"H\.
e # Leave messages on server

o
I # For at most 14 |:| days

@ Until | delete them

Message Storage

| Empty Trash on Exit | Advanced... |

Local directory:

fUsersfuserlLibrary/Thunderbird (Profiles /bkOvggid.default/Mail | ~ Browse...

| Account Actions v |

| Cancel -[ OK J

HeHE

FH) : Stuxnet AZRAR, FRAKZLREEERTIEKM, BMAEEEGZRRT —L/NUSB, TEAR
BIFEIZIOE|K USB AT , SHENTE , ¢HinSBAERGHNE OVZHR.

VA0 USB (U783 DVD FEAEHIHEHL. FERFAN FireWire 5% Thunderbolt B E1E
AL,

£/ uBlock Origin 3T 25 AR IBIE M T SIS E iR A,

FREEESRE  BAERBET. WRABEESI , FRLEANK iCloud BUREFEIFEKRS
5o ﬁu%ﬂEFHEPjCTT , BNRERPI,

BohRE
FORSRR - REERES RINSA)BHEAETHERE(2020 47 5 28 )

BAMBUEIERTREM (PC SRERAM)
HOF  ANERER RS (R MERKXASMNORA) o KITEIIFARERE XHAE



Wi-Fi : REEZEIAFE Wi-Fi W4, AHFREZRA Wi-Fi. BERABEMRI Wi-Fi B4,

wEEH  RIFREAYIEES). BREERIRMNRSMNE U BFEN. (ERTHM)

RIPE  ZREAEERTNRRIPEREAIEFREMN (I RRERALE) . AMEARE LRGSR,
S AREREEEARSES BN EWIE I TEURIHE,

TR SRR ERY/ERD | RRETE 10 KRB BRITER , U 6 ¥ PIN MEBT. ¥
REREAN 5 e EsBE.

AR  RERVBENNBERERF , HFARREXRBEANBAREFHENN BRERF. FNAREFFHAN
ANBURETZEARSMING, NMERRXANATERF. (EHATHRM)

RUER  F-NEEXSERGMLAREF. ERTHM)

YRR EREYRRR (BlanFEL. EH) SHREFTHAREZL , BRERPSRERKNEIERT L
B, (FFTZERTEMER)

s MERANARNB R E BN , UAREN ARE EHTH R BUBTAERISIE.

By« AEATIFARE TR AR, REERMMR AL IEIMEEEENS , SEH
THEBITAEBREE RMEEEERNS. (ERTHEMN)

EFERMECH | (UERMNESEBNGIERL RN R TR ITRAC . TRERARLTTHRY.
VERER  EATEN R ERS . BOHRE TSR,
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800 Security & Privacy

[s2] Q

| General FileVault M|
™ Firewall: Off \)ﬂh Turn On Firewall |

This computer’s firewall is currently turned off. All incoming connections to this
computer are allowed.

———  » Firewall Options...

mif "Firewall Options"#4)3% "Block all incoming connections",

@ Block all incoming connections

locks all incoming connections except those reguired for basic Internet services,
sych as DHCP, Bonjour, and IPSec.

x

The firewall will block all sharing services, such as file sharing, screen
sharing, Messages Bonjour, and iTunes music sharing. If you want to

allow sharing services, deselect the “Block all incoming connections”

checkbox.

e e

WMRAFEFE A Find My Mac , X E RS (Location Services),

eo0o Security & Privacy

«

| General | FileVault | Firewall

o— — ; i
Location Services | j\E\nable Location Services

Allaw the apps below to determine your location.
E £ 3 l Contacts

m' Diagnostics & Usage

O 4 iStumbler.app

NR#AL(FE A Find My Mac , F524TFF Location Services , {EEURAEMBHEWE.

[ ] < HHH Security & Privacy Q, loca (>
General  FileVault  Firewall 7Pn’vacy ;
- Location Services Enable Location Services
‘Allow the apps and services beloy to determine your location.
‘ Contacts
g e Google Chrome

@ Calendars
: e Siri & Dictation

U Reminders -
@ System Services
& Photos

Accessibility
>l Indicates an app that has used your location within the last

E Analytics 24 hours.

About Location Services & Privacy...

£
Eﬂ Click the lock to prevent further changes. Advanced... 7




Allow System Services to determine your location:
Location-Based Suggestions
Setting Time Zone
Significant Locations Details...
| Find My Mac
— Wi-Fi Networking

Show location icon in menu bar when System Services request your location

i

@it System Preference -> Sharing 374 _Ef A1EFIE % sharing , 5k5%/7] File Sharing(Sti#F4=).
Screen Sharing(fF&£%). Remote Login((EFEEx%)%., UMIERh K Em = (Firewall Options)i%&EH
LEFTER NEERS |, EA1ERA <M.

o <

Sharing Q_ shan’r_]d_ <]

Computer Name: mac13a

Computers on your local network can access your computer at:

mac13a.local Edit...

On  Service DVD or CD Sharing: Off

DVD or CD Sharing This allows users of other computers to use this computer's DVD or CD drive
N remotely. Information sent between the computers is not encrypted.

Screen Sharing

File Sharing Ask me before allowing others to use my DVD drive

Printer Sharing

Remote Login

Remote Management

Remote Apple Events

Internet Sharing

Bluetooth Sharing

Content Caching

)
= | ~ |
Windows {EZRS:
I g'g !E'E @ Windows Firewall = B
T @ » Control Panel » System and Security » Windows Firewall v| & | | Search Control Panel r)
E Wj_ndows %E ’ }Fﬁ Contral Panel Home Help protect your PC with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your PC

nee n Allow an app or feature through the Internet or a network,

)\ firewall y *—(;t-j}ﬁ through Windows Firewall

?Q:I:%EP 'J—__'_E'.__] @ Change notification settings . @ Private networks Not connected ()
N IR\

&) Turn Windows Firewall on or ﬂ —
" . . off . 7 Guest or public networks Connected (»)
Windows Firewall . ..
n - Networks in public places such as airports or coffee shops
o #) Advanced settings
Troubleshoot my network Windows Firewall state: On
Incoming connections: Block all connections to apps that are not on the
list of allowed apps
Active public networks: i 3
Notification state: Notify me when Windows Firewall blocks a new
app

See also
Action Center
MNetwork and Sharing Center



MRASETFEEITEA , BUCAEFEER. & Windows 8 |, #i A\ "system" , fEERLERF md
"System" , il Remote Settings,
System Properties

Computer Name | Hardware | Advanced | System Protection | Remote

Remote Assistance

[] Mlow Remote Assistance connections to this computer

What happens when | enable Remate Assistance?

Remote Desktop

Choose an option, and then specify who can connect.

(@) Don't allow remote connections ta this computer

() Mlow remote connections to this computer
| Allow connections only from computers running Remote

Diesktop with Metwork Level Authentication {recommended)

Help me choose Select Users...

QK Cancel Apphy

Windows 11 245

IREMERKRE Windows REMARERRE , EINETHKE Windows 11, —AHEXFERIFRIERS
MY AR EEFRERHNER. 5—AME , Windows 11 24 FARKHBGE. BLdRRTSERM
BELFELan TPM 2, BERBRIET R IERG L.

ATERENA R R RIET(EEMNA. Windows 11 fEEER AsH) (Smart App Control) fAjftT
XA ISR,

R (Ransomware) £MEBHAPANHEURERS. FARMNERFAFECHXH , FEEETE AR |
FTARNME B AIESTE R R R EES24. Windows 11 3807 Srisc £ #Thee (Controlled Folder
Access) , REREENNBATUERHLERNE.

Windows 11 *vE N fl@% (Application Isolation) , itE&BEXHMMRE—BHEETT , BMERRE
WA ARG =4 E. B Windows 11 DX (Application Guard) it Word 324 , PowerPoint 3¢
# , Excel 304 , Edge WS aFTERIFIE 28 BIB1T.
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